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2.2.1 Official support for riscv64

This release for the first time officially supports the riscv64 architecture, allowing users to run Debian on 64-bit
RISC-V hardware and benefit from all Debian 13 features.

The Wiki provides more details about riscv64 support in Debian.


https://wiki.debian.org/NewInTrixie
https://www.debian.org/ports/
https://wiki.debian.org/RISC-V
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2.2.2 Hardening against ROP and COP/JOP attacks on amd64 and arm64

trixie introduces security features on the amd64 and arm64 architectures designed to mitigate Return-Oriented

Programming (ROP) exploits and Call/Jump-Oriented Programming (COP/JOP) attacks.

On amd64 this is based on Intel Control-flow Enforcement Technology (CET) for both ROP and COP/JOP pro-
tection, on arm64 it is based on Pointer Authentication (PAC) for ROP protection and Branch Target Identification
(BTI) for COP/JOP protection.

The features are enabled automatically if your hardware supports them. For amd64 see the Linux kernel doc-
umentation and the Intel documentation, and for arm64 see the Wiki, and the Arm documentation, which have

information on how to check if your processor supports CET and PAC/BTI and how they work.

2.2.3 HTTP Boot Support

The Debian Installer and Debian Live Images can now be booted using "HTTP Boot" on supported UEFI and

U-Boot firmware.

On systems using TianoCore firmware, enter the Device Manager menu, then choose Network Device List, select
the network interface, HTTP Boot Configuration, and specify the full URL to the Debian ISO to boot.

For other firmware implementations, please see the documentation for your system's hardware and/or the firmware

documentation.

2.2.4 Improved manual pages translations

The manpages-110n project has contributed many improved and new translations for manual pages. Especially

Romanian and Polish translations are greatly enhanced since bookworm.

2.2.5 64-bit time_t ABI transition

All architectures other than 1386 now use a 64-bit time_t ABI, supporting dates beyond 2038.

On 32-bit architectures (armel and armhf) the ABI of many libraries changed without changing the library "son-
ame". On these architectures, third-party software and packages will need to be recompiled/rebuilt, and checked

for possibly silent data loss.
The 1386 architecture did not participate in this transition, since its primary function is to support legacy software.

More details can be found on the Debian wiki.

6 020 Debian13 00000
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This new release of Debian comes with a lot more software than its predecessor bookworm; the distribution in-
cludes over 11294 new packages, for a total of over 59551 packages. Most of the software in the distribution has
been updated: over 42821 software packages (this is 72% of all packages in bookworm). Also, a significant num-
ber of packages (over 9519, 16% of the packages in bookworm) have for various reasons been removed from the
distribution. You will not see any updates for these packages and they will be marked as "obsolete" in package
management front-ends; see 1 0 000000000000,

Debian OO OO00DO0OOOO0O0O0DODOOOOOODOOOOOODOOOOOOODODOOOOOODOOO
GNOME 48, KDE Plasma 6.3, LXDE 13, LXQt 2.1.0, Xfce 420000000

goboboobooboobooboobooboobooobooboooboon:
e LibreOffice 0 250 0000000000000
* GNUcashO 5.1000000000000OO0OO
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Apache 2.4.62 2.4.64

Bash 5.2.15 5.2.37

BIND DNS 0 OO0 O 9.18 9.20

Cryptsetup 2.6 2.7

Emacs 28.2 30.1

Exim (default email server) 4.96 4.98

GCC, the GNU Compiler Collection (de- | 12.2 14.2

fault compiler)

GIMP 2.10.34 3.04

GnuPG 2.2.40 2.4.7

Inkscape 1.2.2 1.4

gNucooooo 2.36 241

Linux kernel 610000 6.120000

LLVM/ClangO O OO QOO0

13.0.1, 1400 O0000) 0O
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19@OobooOg), 17000 18
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MariaDB 10.11 11.8
Nginx 1.22 1.26
OpenJDK 17 21
OpenLDAP 2.5.13 2.6.10
OpenSSH 9.2p1 10.0p1
OpenSSL 3.0 35
Perl 5.36 5.40
PHP 8.2 8.4
Postfix 3.7 3.10
PostgreSQL 15 17
Python 3 3.11 3.13
Rustc 1.63 1.85
Samba 4.17 4.22
Systemd 252 257
Vim 9.0 9.1
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The cloud team will provide updated images until the end of the LTS period for trixie. New images are typically
released for each point release and after security fixes for critical packages. The cloud team's full support policy

is available on the Cloud Image Lifecycle page.
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sshOoOoooOooooooooboooooooobooooooboobooooooobooboon
oboooobooooboobooooboboooooboooooboOobobooobobooooooboon
goooooobooooboobooogoboboooooboobooobobobooobobobooobooDboo

ldebconf 00 0000000000000 DODOOOOOOOOOOOODODODODODOODOOOOOOOOOO0g
gooooooooooooooooOobooboOooooooOOobboOooo

20:DNSO DHCPOODODODODOOOOOODOOOOOO0DO00DOODHCPOOOODODOOOO0DODOO0DOON
gooooOoooooooooooooOoboOoOoOoOooobOoOobOoboOoOoOooooooOoOobobobog
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gboooobooooboobooooboboooooboooboobobooooboboooobooboon
obooooooooon

0o0oDoooooooo0oo0o0oo0o00o00obo0onO wixieD Debian OO OO0OO0OO OOOOO
oo0ooooooobooooooboooooooooobOo0ooooooOooOooooboboooooobooOoboOog
Uboo00obdbob0oob0obuoboboobOobuoooobooobOobogn (https://www.debian.org/releases/
trixie/installmanual 0000 0)00 80000"0 00000 ODO0OO"0DO00O0ODODebian 00000
OO0 FAQODODOO0OODDOOO

gbobooboboooooooooobooobooboboooboooooooboobooooobooobooro
obooobooobooboboobooboooobo hvedbdoooo oboobooooobooobooobooon
obooobooboobo0o0boobo0obo0oob0o0obD0obob0Obchrootd 0o ooooooonoOO
gbooooooooo

intrd 000000000000 DOODO

initramfs-tools 1000000000 inird 0000000000000 O0*00000inicd100000
goooooobooooboobooogoboboooooboobooobobobooobobobooobooDboo
gbooooboobooboobooooboboooooboooobobooonoog

oboooooooooooooobooobooooooooood/devOoboooooooooooon
00o000obO000O0b000obD00bo0obO00n (cat /proc/modules)Ddmesg0 000 0OOOO0DOOO
oboooooboboooooboooddmesgd0obooooboobooooboboboobooDboOoon
gboooobooooboobooooboboooooboooboobobooooboboooobooboon
ObOO0000ODOecho SROOTOOOOOOODOOOOODOODOO

o00dbo0oob0o0b0odbbexitoooooooobooobboobboobbooooboooooo
gboooobooooboobooooboboooooboooboobobooooboboooobooboon
00 mmitrd00000O00O0DOOOOCODOOO

systemd DO O000O00O0O0O00O0OOOO

D00 systemd 000000000000 0O0O0O0O0O0O0O0ODO0O0O0O0O0O0O0ODOO0ODOO0OO rootOd
0000000000000 DO00bO0o0bO0oD000o0oDo00oo0ooDooobOOo0obOOooDoOooooooa
0 systemd.unit=rescue.target 0 0000000 0O0OOOOOOOOOOO

000000b00ob0b0oboo0o0oOobOn systemd.unit=emergency.target 000000000
gobooobbooodbroot bbb bO0o0OubDbbO0b0UOdO reotoogbg
gobobooboooboobuoobuoobobobooboboboobooboobooDbOooDg:

# mount -o remount,rw /

O00000000DDO debug-shell.serviceO OO systemdd "OOOOODOOOOOOOO"DOOO
gbbogboooboobooboobooobooboboooooboboobbo0 w9bOU0O reotdO0OOoooQanO
0000000000 O000DO0OO000D0000 systemd.debug-shell=10000000000000

}000000000000000 panic=0 000000000000 00O0
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000 systemctl enable debug-shell 00000000000 @HOOOOOODOOOOOOOOOO
oboooooooo)o

systemd DO 0000000000000 0O00O0O0OO0ODOODODODOADO Freedesktop.org [ Diagnosing
Boot Problems U0 OOOOOOOOOOO

415 00000000DOO0O0DobOooO

O0: ¢tincO000D0)VPNOOOOOOODODOOOOOOOODODOOOOODOOOOOODODOOO
gboooobooboooooboboooboob boboooboooan

In order to gain extra safety margin when upgrading remotely, we suggest that you run upgrade processes in a virtual
console provided by the screen or tmux programs, which enables safe reconnection and ensures the upgrade

process is not interrupted even if the remote connection process temporarily fails.

micro-evtd I 000000000000 watchdogO OO OO DOOOOOOODOOOOOOODOODOOO
000 watchdogO OO OODODOOOOO0OODOOOOOOOOOODODOOOOOOODDOOOOOO
ooo:

# service micro-evtd stop
# /usr/sbin/microapl -a system_set_watchdog off

4.2 "O0O"O Debian 0O OO OO0

gboobooobooobooboobooboooootobtobooon DebianOOOO0OOO0OO0OOOOOO
000000oO0OoAPTOOOO bookworm OO OOOO0OO0OOOO0OOOOODODOOOOODOOODOOO
gobooooboooooooboooooboboooo bobooooooobooboooobooboooboooo
gboooobdobooooobooooboboobooboobooooboon

APT is moving to a different format for configuring where it downloads packages from. The files /etc/apt/
sources.list and *.list files in /etc/apt/sources.list.d/ are replaced by files still in that directory
but with names ending in .sources, using the new, more readable (deb822 style) format. For details see

sources.list(5). Examples of APT configurations in these notes will be given in the new deb822 format.

If your system is using multiple sources files then you will need to ensure they stay consistent.
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4.2.1 Debian 12 (bookworm) D 0 OO0 OO0 OO

12(bookworm) D0 0000000000000 O0O0O0DOO0O0O0ODODebianO00O0O00OOOOOOO0O
goooooog:

$ cat /etc/debian_version

Debian 120000000000 0O00O0ODOOO0O https:/www.debian.org/releases/bookworm/releasenotes U
U0 Debian 2000000000000 0OO0OOCOODOO

422 0000000000 OOOOOOOOOO

oboooooboooobogdbbecokwormOOOOOOOOOOOOOODOOOOODOOOOOOODOOO
oboboobobobobooboobobOobooboboobooooooogdbookworm D 0O00O0O0O0OOO
goboboobooobooboon

4.2.3 Debian Backports

Debian Backports I Debian 0 0 OO0 0000000000000 DOOOOOOOOOOO@OOODOOO
ooobooobOobOooo0ob0ooDobooO0)oo0oobUO0bOO00OObODdDebian Backports O O 0O
0000 Debian OO O O000O0O0O0O0DOOOO0DOOO0O DebianOOOOO0ODDOOOODOOOO
oboooooboboboobOoboooobobooooOobooon

bookworm-backports 1 D OO0 D O000000OO wixieOOOOOOOOOODODOOOOOOOOOOOO0OO
O000oDoo0o0o0ooDo0o0o0o0ooDoOoO"™gd"bookwormODOOOOO0O0O0DODOO trixie
O00ooooooooOo0OO0O000oooooDOO0O0O0O0000oooOooDDDO0OD backports O
gobgboooboobuooboobogoboboaoboaobooabgaoong

O O : While regular Debian Backports are supported, there is no clean upgrade path from sloppy backports
(which use APT sources entries referencing bookworm-backports-sloppy).

As with Unofficial sources, users are advised to remove "bookworm-backports" entries from their APT sources
files before the upgrade. After it is completed, they may consider adding "trixie-backports" (see https://backports.

debian.org/Instructions/).

0000000 Backports Wiki OO OOOO0OOO0OOO
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424 0000000 OO0OODOOOO

You should make sure the package database is ready before proceeding with the upgrade. If you are a user of another
package manager like aptitude or synaptic, review any pending actions. A package scheduled for installation or
removal might interfere with the upgrade procedure. Note that correcting this is only possible if your APT sources

files still point to "bookworm" and not to "stable" or "trixie"; see Checking your APT configuration.

425 000000000O00ODOC0OO

gboboobooooboooobooooooobobobobbob obobooooboooboooooooo

gboooooooooobooooobobooboobooooooboooboboobooooooooooboooon

426 Debian OO OO OO0 OOOOOOOO

Debian OO0 0O 00000000 DOOOOOOODO aptO0O0 apt-forktracerdO OO 200000

O00o0o0O0oooo 100%000000000000000 (@D:apt00000D0DO0OO0DOOODDOO
Ub00000b0 DebianOOO0OOO0O0O0OOOO0OOOO0OOO0O0OOCODOOOOCODOOOOOOODOO)O

$ apt list '?narrow(?installed, ?not(?origin(Debian)))’

$ apt-forktracer | sort

427 0000000 O0OOOOOOOO

goboboboaoboooboobuoobobobobboboobooboobooboboooboaboa
gboobodboboooooooboboboboboboooobobobobobooooooobo
gboooobooooboobooooboboooooboooboobobooooboboooobooboon
ooo:

# find /etc -name '*.dpkg-*' -o -name '*.ucf-*' -o -name '*.merge-error'

4.2.8 non-free J 0 000 000 non-free-firmware 0 OO0 0000

If you have non-free firmware installed it is recommended to add non-free-firmware to your APT sources.
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4.2.9 proposed-updates [0 (1[0 [0

If you have listed the proposed-updates section in your APT sources files, you should remove it before attempting

to upgrade your system. This is a precaution to reduce the likelihood of conflicts.

4210 0 0O00DOO0O

If you have any non-Debian packages on your system, you should be aware that these may be removed during the
upgrade because of conflicting dependencies. If these packages were installed by adding an extra package archive
in your APT sources files, you should check if that archive also offers packages compiled for trixie and change the

source item accordingly at the same time as your source items for Debian packages.

0o0boogobDbbookwormOOOOO OO0D0O0O DODOOOO0DOOO"ODOOOO"ODDOOOODOOOOO
o ogobobobobobbooboobooboobobboobooboobooboboboobooobo
0000000000000000000D000D040000000000000 00000000000
oboooooboboooooboooobooboooooboobooon

4211 APTO pin0 0000000

0000000000 0oooooooo00oooooD(@oo0oo)yoDoooooooooooo APT
0dboo0ooooooooooooooooooooooooooooooooooooooooooo
O0O(/etc/apt/preferences U 0 /etc/apt/preferences.d/ 00 000O00OOO)APTO pin0O0O0O
000000000000 00D00000APTO pin0000000000O0OO0ODOO Oapt_preferences(5)
goooog

4212 0 0000O0O0O0ODOOOOOOO

oooooooobooobooboobooobobooooobooooooobooobooboobooobooboooo
gbooouobooobooboobooooboboooooboooboobooboooobobooooboooboon
(Half-Installed) 0000000000000 (Failed-Config)J O D OOOO0O0O00O0DDOOOOOOOOO
ooo:

$ dpkg --audit

aptitude 00000000 O0O0OCODOOOOCOOODOOOOCOOODOOOOOOOOOOOODOOO

$ dpkg -1

goo

et

# dpkg --get-selections > ~/curr-pkgs.txt

gobobodab aetdbognboooogn

4Debian 000000000000 DOODOODOODOODOODONOOOOODONODONOONDONODONOOODO0ONONONO0NOn
gooooOooooOoOo0oooOo0oO0oooOoOoO0oooOoOoOoOooooon
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# apt list --installed > ~/curr-pkgs.txt

O00o0oo0oDOoO00o0oo0000 hedd00DOOOO0O0OO0OODOOOOOODDOOOOODDODOOO
oboooobDhdOOD0OOO0OO0OD0OOOOOOOOOOOOOODO

$ apt-mark showhold

oooooODOOO0O0000obODODbObOO00000000000000000DODOO000000000 epoch
oboooobobooobOobooooboobooooobob0 hedOOOOOO0OOOOOOODOOOOO

apt 0000000 "hold"DO0O0O0OOODOOOOODOODOOOOODODOOOO

# apt-mark hold package_name

‘hold"OODOODOOOOO holdOOOODO uwnhoeldOOOOOOODOOO

If there is anything you need to fix, it is best to make sure your APT sources files still refer to bookworm as explained
in Checking your APT configuration.

4.3 Preparing APT sources files

Before starting the upgrade you must reconfigure APT to add sources for trixie and typically remove sources for

bookworm.

As mentioned in "00 O "0 Debign O 0 0 O O O O, we recommend that you use the new deb822-style format,
so you would have to replace /etc/apt/sources.list and any *.1ist files in /etc/apt/sources.list.d/
by only one file named debian.sources in /etc/apt/sources.list.d/ (if you haven't done so already). An
example is given below of how this file should typically look.

ApTOOO0OOO0ODOOOOOOODOOOOOOOOOOOOODOOOOOOOODOOOOOODbOODOO
oboooobooooboobooooboboooooboooooboOobobooobobooooooon
ooooooobooooooooooooooogooboooboooooooonoboooobboooobobooo
oooooo ccp-rROMOOOOOODOOOODOOOOODOOOOODOOOO

ooo0ooobO0OOoobooobob0O00d ("bookworm" O "trixie") O O O O ("oldstable"O "stable"[ "test-
ing"O"unstable) D0 00000000 0OOOOOOOO0OOOOODOODOODOODOODODODODO
gbooouobooobooboobooooboboooooboooboobooboooobobooooboooboon
gbooooboooobooboooobobooooobooooobooboooobOobooooooboon
oboooobooooboobooooboboooooboooooboOobobooobobooooooboon
goooog

Debian O ODebian 00 0000000000000 O0DOCOOOOOO0O0OOODOODO 20000000
oboooooooboooooobooono:

e Debian DU O OOOOOOODOOOOODOOODOODebian 00000000 OODOOODOOODOO
OO00000"rixie"d "O0DD0O (testing)" OO0 "OODO (stable)' D0 0000000 0O0O

e Debian OO OOOOOOOOOOOOOOOOODOO OOO0ODebian00O000OOO0OOOODOO
goooboooboobgoobgoooo
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431 APTOOODOOODOODOODOODOOOO

oobooooooooooooooooooooooOooooooooooooOooobobooobooooon
00000000 0O0D0 Debian APTCONDOODOUODODOODOO APTOODOODOODODODOOOOO
O00o0oo0oDo0O0000oooDOo0O0O000oo0DDo0ob0 DebianDOODODOOO0OOODDODOOOO
gbboobooooboobooboooobooboooobooboooooboooobooboAPTOOOOOO
CODNOOODOOooOoooooobooooobooboboonog

To make use of the CDN service, the correct configuration for APT (assuming you are using main and
non-free-firmware) is the following in /etc/apt/sources.list.d/debian. sources:

Types: deb

URIs: https://deb.debian.org/debian
Suites: trixie trixie-updates
Components: main non-free-firmware

Signed-By: /usr/share/keyrings/debian-archive-keyring.gpg

Types: deb

URIs: https://security.debian.org/debian\unhbox\voidb@x\vadjust{}\char‘\protect\
discretionary{\char\defaulthyphenchar}{}{}security

Suites: trixie-security

Components: main non-free-firmware

Signed-By: /usr/share/keyrings/debian-archive-keyring.gpg

Make sure to remove any of the old sources files.

However, if you get better results using a specific mirror that is close to you in network terms instead of the CDN
service, then the mirror URI can be substituted in the URIs line as (for instance) "URIs: https://mirrors.kernel.
org/debian".

If you want to use packages from the contrib or non-free components, you may add these names to all the

Components: lines.

After adding your new sources, disable the previously existing archive entries in the APT sources files by placing

a hash sign (#) in front of them.

432 APTOOODOOOOOOODODOOOO
Instead of using remote package mirrors, you may wish to modify the APT sources files to use a mirror on a local
disk (possibly mounted over NFS).

ob00ooooobooooog /var/local/debian/ 00000000000 O0O0O0O0O0OOOOOOOO
goooogo

/var/local/debian/dists/trixie/main/...
/var/local/debian/dists/trixie/contrib/...

To use this with apt, add the following to your /etc/apt/sources.list.d/debian. sources file:

Types: deb
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URIs: file:/var/local/debian
Suites: trixie
Components: main non-free-firmware

Signed-By: /usr/share/keyrings/debian-archive-keyring.gpg

gbooooboooooobobooobooboooobOoboooooboooooboOobooon

433 APTOOODOOOODODOOOOO

If you want to use only DVDs (or CDs or Blu-ray Discs), comment out the existing entries in all the APT sources

files by placing a hash sign (#) in front of them.

CD-ROMODOOO0OO0O0O00O0000O0 /media/cdromO0000000000000D0000O /etc/fstab
oo0ooboob0ooo0obooboonog /dev/sr0O CO-ROMOODOOODOO /etc/fstab0 000
gbooooooooo

/dev/sr® /media/cdrom auto noauto,ro ® 0

04000000 noauto,ro0 00000000 0ODOOOOODOOOOODOOO

gboobooboboobooboobooooocpboobooobooboooboooooboonoo

# mount /media/cdrom # this will mount the CD to the mount point
# ls -alF /media/cdrom # this should show the CD's root directory

# umount /media/cdrom # this will unmount the CD

oooooao

# apt-cdrom add

0 0ODebian Binary CD-ROM OO 0000000000 OCOOOOO CDOOOOOOOO ApTOOOO
oboooooooobooo

44 00000 0ODOOODOO

000o00o0o00o0booO0o0o0obD apt0O00000 DebianODOOOO0DODOOOOOODOOOOODO

Ob0: apt000000000DO0O0O0CO0OOODOOOOCOOOOO0O0OOOOOO0DOOOOOOODbOOO0
gobobobooboboobooobooboobon apt-get00gnooonOnQO

gbOobooboooooboiooboobo@uoboobooboo0obobn0 /usr0000000)0O read-write
gbobobobooboobuoobuooboobobbobooobooboobooboboaboo

# mount -o remount,rw /mountpoint

20 O 4 0 Debian 12 (bookworm) D 0 0 OO OO QO OO



file:/var/local/debian

Release-Notes for Debian 13 (trixie)

Next you should double-check that the APT sources entries (in files under /etc/apt/sources.list.d/) refer

either to "trixie" or to "stable". There should not be any sources entries pointing to bookworm.

O O: Sources lines for a CD-ROM might sometimes refer to "unstable"; although this may be confusing, you

should not change it.

441 0O0O0O0OO0OO

apt will log the changed package states in /var/log/apt/history.log and the terminal output in /var/
log/apt/term.log. dpkg will, in addition, log all package state changes in /var/log/dpkg.log. If you use
aptitude, it will also log state changes in /var/log/aptitude.

If a problem occurs, you will have a log of what happened, and if needed, can provide exact information in a bug

report.

The term.log will also allow you to review information that has scrolled off-screen. If you are at the system's
console, just switch to VT2 (using AL1t+F2) to review it.

442 0 0000O0O0OODOO

goboboboobooobooboobobobobbobooboobooboboboboboobobooboo
gbooooboooboooo

# apt update

443 00000O0OOO0ODOOO0ODOOOOOOODOOOODOO

gbobooboobooobooboobobooooboooboobo bobooobooboooooboooaon
gbooooboooobooboooobobooooobooooobooboooobOobooooooboon
oboooboooooOoobOoob0oobOo0ooboobboOoboogn /var/cache/apt/archives (0 OO0
oo0ooooob partial/00000O00OO0)O0O000O0OO0DOOOODOODODODODOOOOOO
gboobouobooooboobooooboboooobobobo/var/00000DOOOOODOODOO
gbobooooboooboooboooooooboooboobboobooooobooooboooobooobooboooon
oboboobobobobooboo @oooooooooooooooooooobooooboooooo
oobooooboo)yboobobobobooooboooooooooooboooobooooboooooo
gboooobooooboobooooboboooooboooboobobooooboboooobooboon
obooooboooobooboooobobooooobooooobooboooobooboooooobon
gbooooooooooon

aptd0dbo0oo0oooooboboooboooobobooooobooboboooooobobooooon
gboooobobooooobooooboobooooobobooon
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# apt -o APT::Get::Trivial-Only=true full-upgrade

[ ... 1]

XXX upgraded, XXX newly installed, XXX to remove and XXX not upgraded.
Need to get xx.xMB of archives.

After this operation, AAAMB of additional disk space will be used.

ob: Ooboboooboooooboobooboobooooboobooooboobooooboobobooooboon
goooooobooooboobooogoboboooooboobooobobobooobobobooobooDboo
gbooobooooooooooodoo boobooboobooobooobooboboooboooooaon
goog

gboobouobooboobobooboobotbbotdbaept0bobOooooboobooooooon

E: You don't have enough free space in /var/cache/apt/archives/.

gboobobogbouobooboboobouobooboobbooboboobooboooooboooboan

- J00D0O00DOOOO0DOODO (/var/cache/apt/archives )0 0000000000 OOO0O0O0O
O0apt cleanJ 0000000000 O0OO0OOCOOOOOOODOODOODOODOODOOOOOOO
obooooobooooooboobo

- 00000000D0OO0O0000DO0OOObookwormOO0O0O00000O0O0O000DDOOOO
U0 aptitude apt 00000000000 O0O0O0DOOOOOOODOOOOOOOOOODOOOO
oobobooobooobooobooooooooboobooobooooobooobbooobooooooobooon
ooboboboobooooooooboooobobobobobobobDooDooDoooobooo
gbobobobobobooboooboooobobooboboboboboobooooboooooboooo
obocobOobooooboobooooboboooooboboooooboooooboOoobooOon:

# apt autoremove

You can also use debfoster to find redundant packages. Do not blindly remove the packages this tool
presents, especially if you are using aggressive non-default options that are prone to false positives. It is
highly recommended that you manually review the packages suggested for removal (i.e. their contents,
sizes, and descriptions) before you remove them.

- J000DODO0OODODODOOOODDOOOOONDDOOO@MODDOOOODODODDOOODOO
00000000 O)0 popularity-contest 1 000000000 OO Opopcon-largest-unused O
00000000 DO0000DoOo000ooDoOo000oDoDDO000DOoD0DO000O0DDOOddpigs
(debian-goodies 1 0 D0 000 00)0 wajig(wajig sizeO0DOO)ODOODODODOODODOODOO
000000000000 DOO00DO00000000D0000D0O aptitude0O0O00OO0ODOOODOO
O00000aptitude O full-terminal 0000000000 > 0000000000 OOOOOO
00000001 00000~i0000000S0000 ~installsizeOOOOOOOOOOOO
oo0o0o0ooooooooon

- J000D0000OO0O0DOO0OO0ODOODbOOOOObOObOOOO0OODOlecalepurge 000000
obobobobooooooooooooboooooboboobobobDooDooDoooobooo
Ub0O0000000 /usr/share/locale 00000000000 OOO00OO0O0OOO
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e /var/log/ 00000000 0ODOO0OO0COOODOOOOODOOOOOOODOOOOODOODOOO0

e 00O /var/cache/apt/archives 1000 0OOO0OO0OOOOODOOOOOOOO (USBOOOO
000000000 oo0o000oooo0o0ooo000ooooooooooOo)yooooooa
0000000000 00000O0b00000o00

ob: JObob0oboooboooooobob0obobooboooooboobONFSOooboboo
gbooooood

0000 /media/usbkey D0 ODOO00OO USBOOOOOODOOOOOOODOO

. JbooooobooboooooboboobooboooobooboooonboOobn

# apt clean

2. 000000 /var/cache/apt/archivesO00OUSBOOOOOOOOOOOO

# cp -ax /var/cache/apt/archives /media/usbkey/

. 0b00boboobooboooooboooobooboooobooboooboOoboooon

# mount --bind /media/usbkey/archives /var/cache/apt/archives

4. 0000000000000 /var/cache/apt/archivesO00000000O0O0OOOO

# umount /var/cache/apt/archives

5.00000 /media/usbkey/archivesd 0 0000O

oobooobooooooooobooooooooooboooobooobooooobooooboooobooon
oooooooo

- JOb00O000ObOOOobOOO0OOobOO0O@ObOoobbOoboboboooboO boO)boobobooooboo
oboooboooobooobooboobooobbooboboooboooooooboooooobobooobooaon
obooooboooooboooooobooobooooobooooboooooboobooobooooooon

Note that in order to safely remove packages, it is advisable to switch your APT sources files back to bookworm

as described in Checking your APT configuration.

444 JDO0D0O0OOOO

apt00o0oooooboobooooboooboooboboobbooboooooobooooobooobooooo
gboooobooooboobooooboboooooboooboobobooooboboooobooboon
00000000000 ODebianD00Omenit 00000000000 0OOOO
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445 00 00000O0O0OOOOOO

obooobooooo@ubooooboooboboo)oobooobooboooooboooboobooobooooon
ooboooboooooobooobooooboobobooooooboooboooooobooobooobooboooo
ooooooooo boogoooobobooUo obobopooooooboooooooobooboooo 200
gboooobooooboooooobooog

gobobooboobooboobooboobobbooboo

# apt upgrade --without-new-pkgs

obooooboooobooboooobobooooobooooobooboooobooboooooobon
gboooooboboooboobooooobobooonog

gboooobooooboobooooboboooooboooboobobooooboboooobooboon
oboooooboooooobono

apt-listchanges 1 0 0 00 000000000000 OO@OOODOODOO)0O00O0O0O0OOODODO
gbobooooboobooboboboboooooooboobobobooobooooboobOoboOobooon g
gbooboobooboobooboooobooooboOoobooon

446 D O000OO0OOODOOO

gobgoobooobooboobooboobobboobooboobooboboboboboobobooboo
gboobooboooooboo

# apt full-upgrade

ooooooobooooooboooobobooooobooboobooboooobobobooooDboo
gboooobooooboobooooboboooooboooboobobooooboboooobooboon
obooobO@ooobooboooooboooobooooobooooobooono)yobooboooooon
oboooooooooobobooooobooooooon

Ch/ODVD/BDOO0ODOOOO0DOOOO0O0DOOO0D0OOO000DOO00DO0O0O00ODODDO0OO0bOOOO0DO
obooooboooobOooboooobobooooobooooobooboooobooboooooobon
obooooobobooboobobooooboboboooboboooooboboooobooboooboooboon

gbooouobooobooboobooooboboooooboooboooboobooooboboooobooboon
gbooooboooobooboooobobooooobooooobooboooobobooooooboon
oboooboobo¢oobooooo"oboboooO)ybuobdbDbaptitwde00O0O0O0OOOOOOO
000000 00Do0oO0Db0o0D0O0DO apt install JOOODOO0 ODOO0ODOOODOOOOODOOOOO
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45 D00 O0O0oboooooo

gbbo0b00DwixieOOOODODOOOODODOOOODODODODOOOOODOOOOOODOOOoOOO0OO

451 0000000 O0ODOoO0OoOOd fulllupgrade O OO OO

apt full-upgrade D0 00000000 ODOOOOODOODOOOOODOOO

E: Could not perform immediate configuration on 'package'. Please see man 5 apt.conf.
—under APT::Immediate-Configure for details.

Oodoooboobooboooo0boo0dbOodooon  apt full-upgrade -o
APT: :Immediate-Configure= 0000000000000 0OOOODODOOOOOOOO

Another possible workaround for this problem is to temporarily add both bookworm and trixie sources to your

APT sources files and run apt update.

452 00000O0O0O0ODOOOOO

trixieUOOOOOO0O0O0O0O0OO0DOOOO0DOOOO0O0O000000OO0O00O000000000DbO0O0DbO
goboboboaoboooboobuoobobobobboboobooboobooboboooboaboa
gobgoobooobooboobooboobobboobooboobooboboboboboobobooboo
gboooobooooboobooooboboooooboooboobobooooboboooobooboon
UbdbO0bO0b0O0obO0obOobO0obO0obO0ob0b00b0wixieOOOODO (obsoleted) IO OOOOOOOO
goboboboobboobuoobuodobuoobuobgobobboaoboa

4.5.3 00 (Conflicts)DO OO0 OOO (Pre-Depends) O 0 00O

0000000000000 00000000oUOUAPT O APT: :Force-LoopBreak OO OO OO
dodobooooobobooooobObooooobobo0ooooDoObo00UUD aptooooooa
0000000o0oooooobobObaptO 0000000000000 -o APT: :Force-LoopBreak=1
gooooobobooooooooobobo

oboooooboooboboobooooooobooboboobOobooboobooobooboobOooboooon
UooooobDdbeptO0DbOO0OoOonogon

# dpkg --remove package_name

oboooobooooboobooooboboooooboooooboOobobooobobooooooboon

# apt -f install
# dpkg --configure --pending

oboooobooooobooboooobobooooobooooobooboooobooboobooooobon
oood
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# dpkg --install /path/to/package_name.deb

454 0000000

"O0"0 bookworm OO0 000000000000 COOCO0ODOO0DOOOOOOOOOOOOOOOOO
goboboboaoboooboobuoobobobobboboobooboobooboboooboaboa
gobogooooboooboooboog:

Unpacking <package-foo> (from <package-foo-file>)

dpkg: error processing <package-foo> (--install):

trying to overwrite “<some-file-name>',

which is also in package <package-bar>

dpkg-deb: subprocess paste killed by signal (Broken pipe)
Errors were encountered while processing:

<package-foo>

dd0o0OO00O0bOO0O00b0bOO0000bOo0000bL0 O0b0 OooobOoOoOoOoobOoOoOoOoboboooooa
Oo0:

# dpkg -r --force-depends package_name

gbooouobooboobobon aptdb0booooobooboobobooooobooboooboaon

455 00000

ooooooooobbobooo0o0o0o00oooooboboooooooooooDoDoDOon /ete/init.d
0000000 /etc/manpath.configOD OO0 O0D0OO0O00DO0OO0O000OO0O0O0ODOOODOOOOODOOO
obobooboboobooooooobooooooboonboon vyes"OOOOOODODODOODOODOODOO
obooo0Og .dpkg-old0 DO 000000 DOO0ODOODOOOOODOODOOOOODOOOOODOODOOOO

gbooouobooobooboobooooboboooooboooboobooboooobobooooboooboon
oboobooobooobOdwpescrippd 0000000000000 O0OO0O0OOOOOOOOOOOO
oboooooooboooooobobn

456 0 0000O0O0OO0ODOOOODODOOO

gbooooboooobooboooobobooooobooooobooboooobOobooooooboon
oboooobooooboobooooboboooooboooooboOobobooobobooooooboon
goooooobooooboobooogoboboooooboobooobobobooobobobooobooDboo
gboboooooao

obooooo1000b0@ooobooboboobooonon)cirl+Alt+F100000 (OOODOO0
ob0oooooooobooboobDO)H)Alw+wF1OO0OO0ODOO0ODOO0o0O0ooOr1 00000000000 000
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gboooobooooboobooooboboooooboooboobobooooboboooobooboon
oboooobooooobOobooooboboAlw+0 00 O A0 00 0o0ooono

46 000000 DOODOODODODODODOO

goboboobooboooboobuooobobobobbobooboobooboobobooobooaoboa
000000000000 00ODebian0000D0ODOO linux-image-* 000 000000O0O0ODOOO
gboooobobooooobooooboboooooboboooooboooooan

0000000000 DO00000000000000 DebianO0OO0DOOOO0D0OOOODOOOQO initramfs-
toolsU udev OO0 DO 0O0DOO0OO0OO0OO0OOOOOODOODOOODOOODOO0O0OO0OO0DMmittddOOO
oo0oooooooO0o0o0ooooDoObOb000000DImed000OD0O0O0O0O0000DODOOO0OO
obooooboobooooOobooooboobooooobobooooboobooonono

461 0 0000O0OO0ODOOOODODOOOOO

bookworm O [0 trixie 0 O full-upgrade 0000000000 linux-image-*00000000O0O0O00O0O0O0O
oo0oOooooOo0O0ooOo00ooOOo0OooOoO0UOoOO00bOoOOO0oObOODOOoOboooOoOog
gooooOooOoOoOoOOOOOOOODOOOOOOOOOOO0OO0O0O0O0O0O0000OOOOOOOOO
go0ooooOo0ooooOoOoboooOooooopOooooo:

$ dpkg -1 'linux-image*' | grep *ii | grep -i meta

0000O0o0O0o0O0o0b00on00Dn linux-image 000000000 O0O0O0O0O0DO0ODO0ODO O linux-image O
ooboooboooboooboooboo0oDooobooDog linux-imageDO0O00O0O0O0D0OOODOOO
gbooooboooooogon:

$ apt-cache search linux-image- | grep -i meta | grep -v transition

goboboooboooboobboobbioobbddbuwane -rd0000oo0oo0bOOoO0OoOOO
oo0o0o0o0o0ooooo0ooooDoO0oO00n '4.9.0-8-amd64' 0 00 linux-image-amd64 O 0 O O
obooooboooobOooboooobobooooobooooobooboooobooboooooobon
UaptOobooobooboobuoobuoobooboobbobboobooboobogoban:

$ apt show linux-image-amd64

gbbooboobOobooobooboboboObObapt installOOOO0OO0O0O0OO0O0OOOOO0OOOOOO
gobgboboaobooabuoobuogbooobobboboaoboobuobooboboooboaboa
gboogboogbooboboobobooboboobob oooobobooooobooboboo
gbooooooooo

0000000ob000O0ODebian DOOOOO0O0OO0O0OO0OO0O0DOODOODOODOOOOOOOOOOOOOO
linux-source 1 0000000000000 DO0O0O0ODOO0O0OOOO0O0OOO0OODOOOODOOOODOO
0000000000 Makefile OO deb-pkg D0 000000000000 0O0DDDODODebian Linux O O
O0000000 00000 D0D debian-kernel-handbook D OO0 00000000000
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O0000o0000D0O000DO0O000b0DOb0000D000 full-upgradeJO0DOOOOO0DODOOOO
obobooobooobooobooobooooboooobooobbooboooboooobooooboooobooobooon
gooooooooooooo oooooooooooooobooooboooDooooboboobooDoOoo
gboboooooao

4.6.2 64-bit little-endian PowerPC (ppc64el) page size

From trixie, the default Linux kernel for the ppc64el architecture (package linux-image-powerpc64le) uses a
memory page size of 4  kiB instead of the previous 64  kiB. This matches other common architectures and
avoids some incompatibilities with the larger page size in the kernel (notably the nouveau and xe drivers) and

user-space applications. In general this is expected to reduce memory usage and slightly increase CPU usage.

An alternate kernel package (linux-image-powerpc64le-64k) is provided which uses a page size of 64  kiB. You

will need to install this alternate package if:
* You need to run virtual machines with a page size of 64  kiB.
Also see Problems with VMs on 64-bit little-endian PowerPC (ppc64el).
* You need to use PowerPC Nest (NX) compression.

* You are using filesystems with a block size > 4  kiB (4096 bytes). This is likely if you are using Btrfs.

You can check this with:
— Btrfs: file -s device | grep -o 'sectorsize [0-9]*'
— extd: tune2fs -1 device | grep '#“Block size:'
— XFS: xfs_info device | grep -o 'bsize=[0-9]*

For some applications such as database servers, using a page size of 64  kiB can provide better performance, and

this alternate kernel package may be preferable to the default.

4.7 D0OO00O0O0OOOO0OO

gbooooboobooboobooooboboooooboooobobooonoog

- J0O0O00ODOO0OO0O0OOOODODOOOOOOODbODbDOO O OOObOODbOOOOOOOOO ba
O0000000D0o0oobDOoonogD (ebsoleteyDOODODOO0OOODOOODOOODOODOOODOO
gbobooboobooboooobooooooobobooobo (purgeylOO00OO0OO0OO0ODOOO
gboooooooboboboooobooooooboboooooooboobob oboboboboo
oooood
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471 0D0000O0ODOOOOOODOOOO

ob0ooobooboobooooooooobOo (purgeyDO00OO0OOOOOOOOOOOOOOOOOOO
oo @oOobDboockwormUO O OODOOOD0OO)ODO0O0OOODOO0OOODOOODOOOODDOOODOO
oooooobooooooooooo0ooooobobo0oooooobooOo0oo0ooODObO0O00o0oDoOD0n initd
gboooobooooboooooobooog

U0: 0000000000 (purgeyUOOOOOOOOOOOOOOOOOOOOOOOODOODO
oooobooooooboobooobooobon

00000000000 oDdo0oDoDo0o0D0oo0oooooooooOooDo@WooDoo)yooao
o0:

$ apt list '~c

apt purge 00000000 0DOOO0OO0ODOO0O0OODOO0ODOOOOODOOODOODOOODOODOOO
gbooboobooooooo:

# apt purge '~c'

48 D0 0D0O0OO0DOODOOOOD

trixie U0 O O0DO00000O00D00O0O00DO0OO0OObookworm OO0 O00O000OD0OOO0O0ODOOODOO
gbooouobooobooboobooooboboooooboooboobooboooobobooooboooboon
00000000000 00DO00000000DO0O0O00000D0Debian0000D000OOOOO trixie
0000000000 10000000000000000000°00000000000000000
goooogooboooobooobobooogobooboooooooooboboooobooboooooDboo

gboooobooooboobooooboboooooboooooboboo0—->0h0obOooobooboo
ob00o0oOoo0obO0oo0obO0o0obO0o0obO0ooboOon bebianOOOOOOOOOOOOOOOOOOOOOO
oobooo@uobooobooboboOo)bobooooboboooOb0wixieDOOOODODOO
oooooooooooooooooooobobooooo oooo"ooooooboOobooooooboOoDbOog
gbooooboooood

‘Ob0o0obooboo0ooboboboooobooooo"boooooboooooboboooobooobooboobOoOn:

$ apt list '~o

# apt purge '~o

Debian OO O O0O0O0O OODOOO0DOO0OODOOODOOOOOOODOOODOOODOOODOOOOOOOOO
00000oDOoobooOooogon ftpdebianorg OO0 O OO0 OOOODOOOOOOODOODOOO
gbooooooaoo

rixie UOOOOO0ODO0O0O0O00O0OO00O0OO0OOOO0O0boo0bouoobooobobo agobooobaboo

0000010000000000000000000000000000000000D0000000000 2000000
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481 JOO0OO0OOOOOO

bookworm OO O OOOO00O000000 wixieOOOOOOOOOODODOOOOOOOOOOOOOOO
goooooooooobooooooboooooobooooboooooboboboooo1oboooboo
goboooboboooobooooboooboooooboooobooobooboboooboboooooooo
gbooooboooobooboooobobooooobooooobooboooobobooooooboon
obooooobobooooobobooobobooooobooboooobooooobooon

The package descriptions for transitional dummy packages usually indicate their purpose. However, they are not
uniform; in particular, some "dummy" packages are designed to be kept installed, in order to pull in a full software

suite, or track the current latest version of some program.
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SO trixie U 000000

gboooobooooboobooooboboooooboooboobobooooboboooobooboon
obooooboooobooboooobobooooobooooobooboooobooboooooobon
gobooooobooboooooboboobo oboboboobooboboooooboboooooon

5A trixieJOODODODODODODODOOOOOODOOOO

00000 bookworm O O trixie DO DO O0OOOOODOOO0OOODOOOOOOODOO

5413860000000

trixieD O Oi386 00 000000000000 00O0O0O0O00OOCO0O0O0O0:00000000 Debian O
obobooobisseooooooooboboooboboooooi3gedoonoonooDOoi3gen
gboobooooboooboobooboboooboobooobooboooboobobobooooooobOobooboon
multiarch 00000 64-bit(amd64) OO0 O OO0 chroot OO0 OO 0OO0OO0O0OO0OOOO0ODOOOOODO

336 00000000 64-bit (amdo4) CPUD O DO DO ODODOODODODODODOOOODOONO SSE2
O0000000D00000Debian 120000000000 32-bitCPUODDOOODODOOOODOO

0000000000000 000O00wixieOODOOOOOOOOODOODOOOODDOODOO
OO0Debian OO0 amd64 OO0 000000000 0ODOODOODOODODOODOODOOOODOOOOOOOO
00000oD0o0Doo0ob0OO0bo0oOooOog Cress-grading0 000000 ODOOODOODOODOOOO
gbooboobooooboooooobooog

5.1.2 64-bit little-endian MIPS (mips64el) removed

From trixie, mips64el is no longer supported by Debian.
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5.1.3 The temporary-files directory /tmp is now stored in a tmpfs

From trixie, the default is for the /tmp/ directory to be stored in memory using a tmpfs(5) filesystem. This should

make applications using temporary files faster, but if you put large files there, you may run out of memory.

For systems upgraded from bookworm, the new behavior only starts after a reboot. Files left in /tmp will be
hidden after the new fmpfs is mounted which will lead to warnings in the system journal or syslog. Such files
can be accessed using a bind-mount (see mount(1)): running mount --bind / /mnt will make the underlying
directory accessible at /mnt/tmp (run umount /mnt once you have cleaned up the old files).

The default is to allocate up to 50% of memory to /tmp (this is a maximum: memory is only used when files are
actually created in /tmp). You can change the size by running systemctl edit tmp.mount as root and setting,

for example:

[Mount]
Options=mode=1777,nosuid,nodev,size=2G

(see systemd.mount(5)).
You can return to /tmp being a regular directory by running systemctl mask tmp.mount asroot and rebooting.

The new filesystem defaults can also be overridden in /etc/fstab, so systems that already define a separate /tmp

partition will be unaffected.

5.1.4 openssh-server no longer reads ~/.pam_environment

The Secure Shell (SSH) daemon provided in the openssh-server package, which allows logins from remote sys-
tems, no longer reads the user's ~/ . pam_environment file by default; this feature has a history of security prob-
lems and has been deprecated in current versions of the Pluggable Authentication Modules (PAM) library. If you
used this feature, you should switch from setting variables in ~/.pam_environment to setting them in your shell

initialization files (e.g. ~/.bash_profile or ~/.bashrc) or some other similar mechanism instead.

Existing SSH connections will not be affected, but new connections may behave differently after the upgrade. If
you are upgrading remotely, it is normally a good idea to ensure that you have some other way to log into the system

before starting the upgrade; see [1 [J [J [1 [J .

5.1.5 OpenSSH no longer supports DSA keys

Digital Signature Algorithm (DSA) keys, as specified in the Secure Shell (SSH) protocol, are inherently weak:
they are limited to 160-bit private keys and the SHA-1 digest. The SSH implementation provided by the openssh-
client and openssh-server packages has disabled support for DSA keys by default since OpenSSH 7.0pl in
2015, released with Debian 9 ("stretch"), although it could still be enabled using the HostKeyAlgorithms and
PubkeyAcceptedAlgorithms configuration options for host and user keys respectively.

The only remaining uses of DSA at this point should be connecting to some very old devices. For all other purposes,
the other key types supported by OpenSSH (RSA, ECDSA, and Ed25519) are superior.
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As of OpenSSH 9.8pl1 in trixie, DSA keys are no longer supported even with the above configuration options. If
you have a device that you can only connect to using DSA, then you can use the ssh1 command provided by the

openssh-client-ssh1 package to do so.

In the unlikely event that you are still using DSA keys to connect to a Debian server (if you are unsure, you can
check by adding the -v option to the ssh command line you use to connect to that server and looking for the
"Server accepts key:" line), then you must generate replacement keys before upgrading. For example, to generate a
new Ed25519 key and enable logins to a server using it, run this on the client, replacing username@server with

the appropriate user and host names:

$ ssh-keygen -t ed25519

$ ssh-copy-id username@server

5.1.6 The last, lastb and lastlog commands have been replaced

The util-linux package no longer provides the 1ast or lastb commands, and the login package no longer provides
lastlog. These commands provided information about previous login attempts using /var/log/wtmp, /var/
log/btmp, /var/run/utmp and /var/log/lastlog, but these files will not be usable after 2038 because they
do not allocate enough space to store the login time (the Year 2038 Problem), and the upstream developers do
not want to change the file formats. Most users will not need to replace these commands with anything, but the

util-linux package provides a 1slogins command which can tell you when accounts were last used.

There are two direct replacements available: last can be replaced by wtmpdb from the wtmpdb package (the
libpam-wtmpdb package also needs to be installed) and 1astlog can be replaced by lastlog2 from the lastlog2
package (libpam-lastlog2 also needs to be installed). If you want to use these, you will need to install the new
packages after the upgrade, see the util-linux NEWS.Debian for further information. The command 1slogins

--failed provides similar information to lastb.

If you do not install wtmpdb then we recommend you remove old log files /var/log/wtmp*. If you do install
wtmpdb it will upgrade /var/log/wtmp and you can read older wtmp files with wtmpdb import -f <dest>.
There is no tool to read /var/log/lastlog*® or /var/log/btmp* files: they can be deleted after the upgrade.

5.1.7 Encrypted filesystems need systemd-cryptsetup package

Support for automatically discovering and mounting encrypted filesystems has been moved into the new systemd-
cryptsetup package. This new package is recommended by systemd so should be installed automatically on

upgrades.

Please make sure the systemd-cryptsetup package is installed before rebooting, if you use encrypted filesystems.
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5.1.8 Default encryption settings for plain-mode dm-crypt devices changed

The default settings for dm-crypt devices created using plain-mode encryption (see crypttab(5)) have changed
to improve security. This will cause problems if you did not record the settings used in /etc/crypttab. The
recommended way to configure plain-mode devices is to record the options cipher, size, and hash in /etc/
crypttab; otherwise cryptsetup will use default values, and the defaults for cipher and hash algorithm have

changed in trixie, which will cause such devices to appear as random data until they are properly configured.
This does not apply to LUKS devices because LUKS records the settings in the device itself.

To properly configure your plain-mode devices, assuming they were created with the bookworm defaults, you

should add cipher=aes-cbc-essiv:sha256,size=256,hash=ripemd160 to /etc/crypttab.

To access such devices with cryptsetup on the command line you can use --cipher aes-cbc-essiv:sha256
--key-size 256 --hash ripemd160. Debian recommends that you configure permanent devices with LUKS,
or if you do use plain mode, that you explicitly record all the required encryption settings in /etc/crypttab. The
new defaults are cipher=aes-xts-plain64 and hash=sha256.

5.1.9 RabbitMQ no longer supports HA queues
High-availability (HA) queues are no longer supported by rabbitmq-server starting in trixie. To continue with an
HA setup, these queues need to be switched to "quorum queues".

If you have an OpenStack deployment, please switch the queues to quorum before upgrading. Please also note that

beginning with OpenStack's "Caracal" release in trixie, OpenStack supports only quorum queues.

5.1.10 RabbitMQ cannot be directly upgraded from bookworm

There is no direct, easy upgrade path for RabbitMQ from bookworm to trixie. Details about this issue can be found
in bug 1100165.

The recommended upgrade path is to completely wipe the rabbitmq database and restart the service (after the trixie
upgrade). This may be done by deleting /var/lib/rabbitmq/mnesia and all of its contents.

5.1.11 MariaDB major version upgrades only work reliably after a clean shut-
down

MariaDB does not support error recovery across major versions. For example if a MariaDB 10.11 server ex-
perienced an abrupt shutdown due to power loss or software defect, the database needs to be restarted with the
same MariaDB 10.11 binaries so it can do successful error recovery and reconcile the data files and log files to

roll-forward or revert transactions that got interrupted.

If you attempt to do crash recovery with MariaDB 11.8 using the data directory from a crashed MariaDB 10.11

instance, the newer MariaDB server will refuse to start.

To ensure a MariaDB Server is shut down cleanly before going into major version upgrade, stop the service with
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# service mariadb stop

followed by checking server logs for Shutdown complete to confirm that flushing all data and buffers to disk

completed successfully.

If it didn't shut down cleanly, restart it to trigger crash recovery, wait, stop again and verify that second stop was
clean.

For additional information about how to make backups and other relevant information for system administrators,

please see /usr/share/doc/mariadb-server/README.Debian.gz.

5.1.12 Ping no longer runs with elevated privileges

The default version of ping (provided by iputils-ping) is no longer installed with access to the CAP_NET_RAW
linux capability, but instead uses ICMP_PROTO datagram sockets for network communication. Access to these sock-
ets is controlled based on the user's Unix group membership using the net.ipv4.ping_group_range sysctl. In
normal installations, the linux-sysctl-defaults package will set this value to a broadly permissive value, allowing
unprivileged users to use ping as expected, but some upgrade scenarios may not automatically install this pack-
age. See /usr/lib/sysctl.d/50-default.conf and the kernel documentation for more information on the
semantics of this variable.

5.1.13 Dovecot configuration changes

The dovecot email server suite in trixie uses a configuration format that is incompatible with previous versions.
Details about the configuration changes are available at docs.dovecot.org.

In order to avoid potentially extended downtime, you are strongly encouraged to port your configuration in a staging

environment before beginning the upgrade of a production mail system.

Please also note that some features were removed upstream in v2.4. In particular, the replicator is gone. If you

depend on that feature, it is advisable not to upgrade to trixie until you have found an alternative.

5.1.14 Significant changes to libvirt packaging

The libvirt-daemon package, which provides an API and toolkit for managing virtualization platforms, has been
overhauled in trixie. Each driver and storage backend now comes in a separate binary package, which enables

much greater flexibility.

Care is taken during upgrades from bookworm to retain the existing set of components, but in some cases func-
tionality might end up being temporarily lost. We recommend that you carefully review the list of installed binary
packages after upgrading to ensure that all the expected ones are present; this is also a great time to consider

uninstalling unwanted components.

In addition, some conffiles might end up marked as "obsolete" after the upgrade. The /usr/share/doc/
libvirt-common/NEWS.Debian.gz file contains additional information on how to verify whether your system

is affected by this issue and how to address it.
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5.1.15 Samba: Active Directory Domain Controller packaging changes

The Active Directory Domain Controller (AD-DC) functionality was split out of samba. If you are using this

feature, you need to install the samba-ad-dc package.

5.1.16 Samba: VFS modules

The samba-vfs-modules package was reorganized. Most VFS modules are now included in the samba package.

However the modules for ceph and glusterfs have been split off into samba-vfs-ceph and samba-vfs-glusterfs.

5.1.17 OpenLDAP TLS now provided by OpenSSL

The TLS support in the OpenLDAP client libldap2 and server slapd is now provided by OpenSSL instead of
GnuTLS. This affects the available configuration options, as well as the behavior of them.

Details about the changed options can be found in /usr/share/doc/libldap2/NEWS.Debian.gz.

If no TLS CA certificates are specified, the system default trust store will now be loaded automatically. If you do

not want the default CAs to be used, you must configure the trusted CAs explicitly.

For more information about LDAP client configuration, see the Idap.conf.5 man page. For the LDAP server (slapd),
see /usr/share/doc/slapd/README.Debian. gz and the slapd-config.5 man page.

5.1.18 bacula-director: Database schema update needs large amounts of disk
space and time

The Bacula database will undergo a substantial schema change while upgrading to trixie.

Upgrading the database can take many hours or even days, depending on the size of the database and the perfor-

mance of your database server.

The upgrade temporarily needs around double the currently used disk space on the database server, plus enough
space to hold a backup dump of the Bacula database in /var/cache/dbconfig-common/backups.

Running out of disk space during the upgrade might corrupt your database and will prevent your Bacula installation
from functioning correctly.
5.1.19 dpkg: warning: unable to delete old directory: ...

During the upgrade, dpkg will print warnings like the following, for various packages. This is due to the finalization

of the usrmerge project, and the warnings can be safely ignored.
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Unpacking firmware-misc-nonfree (20230625-1) over (20230515-3)
dpkg: warning: unable to delete old directory '/lib/firmware/wfx': Directory not empty
dpkg: warning: unable to delete old directory '/lib/firmware/ueagle-atm': Directory.

—not empty

5.1.20 Skip-upgrades are not supported

As with any other Debian release, upgrades must be performed from the previous release. Also all point release
updates should be installed. See "I 0 "I Debian O O O OO OO.

Skipping releases when upgrading is explicitly not supported.

For trixie, the finalization of the usrmerge project requires the upgrade to bookworm be completed before starting

the trixie upgrade.

5.1.21 WirePlumber has a new configuration system

WirePlumber has a new configuration system. For the default configuration you don't have to do anything; for
custom setups see /usr/share/doc/wireplumber/NEWS.Debian.gz.

5.1.22 strongSwan migration to a new charon daemon

The strongSwan IKE/IPsec suite is migrating from the legacy charon-daemon (using the ipsec(8) command and
configured in /etc/ipsec.conf) to charon-systemd (managed with the swanctl(8) tools and configured in /
etc/swanctl/conf.d). The trixie version of the strongswan metapackage will pull in the new dependencies,
but existing installations are unaffected as long as charon-daemon is kept installed. Users are advised to migrate
their installation to the new configuration following the upstream migration page ™

5123 00000000 DOOOO0ODOOOOO

apt full-upgrade 0O OO O0O0O0OD"ODO"ODDOO0O0O0ODO0O00000D0O0O0wixieODOODOOO
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5.2.1 The directories /tmp and /var/tmp are now regularly cleaned

On new installations, systemd-tmpfiles will now regularly delete old files in /tmp and /var/tmp while the system
is running. This change makes Debian consistent with other distributions. Because there is a small risk of data

loss, it has been made "opt-in": the upgrade to trixie will create a file /etc/tmpfiles.d/tmp.conf which reinstates the
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old behavior. This file can be deleted to adopt the new default, or edited to define custom rules. The rest of this

section explains the new default and how to customize it.

The new default behavior is for files in /tmp to be automatically deleted after 10 days from the time they were last

used (as well as after a reboot). Files in /var/tmp are deleted after 30 days (but not deleted after a reboot).

Before adopting the new default, you should either adapt any local programs that store data in /tmp or /var/tmp
for long periods to use alternative locations, such as ~/tmp/, or tell systemd-tmpfiles to exempt the data file from
deletion by creating a file local-tmp-files.conf in /etc/tmpfiles.d containing lines such as:

X /var/tmp/my-precious-file.pdf
x /tmp/foo

Please see systemd-tmpfiles(8) and tmpfiles.d(5) for more information.

5.2.2 systemd message: System is tainted: unmerged-bin

systemd upstream, since version 256, considers systems having separate /usr/bin and /usr/sbin directories
noteworthy. At startup systemd emits a message to record this fact: System is tainted: unmerged-bin.

It is recommended to ignore this message. Merging these directories manually is unsupported and will break future
upgrades. Further details can be found in bug #1085370.
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5.2.4 Problems with VMs on 64-bit little-endian PowerPC (ppc64el)
Currently QEMU always tries to configure PowerPC virtual machines to support 64  kiB memory pages. This
does not work for KVM-accelerated virtual machines when using the default kernel package.

o If the guest OS can use a page size of 4 kiB, you should set the machine property
cap-hpt-max-page-size=4096. For example:

$ kvm -machine pseries,cap-hpt-max-page-size=4096 -m 4G -hda guest.img

« If the guest OS requires a page size of 64  kiB, you should install the linux-image-powerpc64le-64k
package; see 64-bit little-endian PowerPC (ppc64el) page size.
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e NSSOOOO gwname 0O OO 20150000000000000000O3 libnss-gw-name [0 00 0 O
Debian 00 0000000000000 0O0OOOupstream 00000000 libnss-myhostname
Oo0oooooooooo

* The pcregrep package has been removed from trixie. It can be replaced with grep -P (--perl-regexp)
or pcre2grep (from pcre2-utils).

* The request-tracker4 package has been removed from trixie. Its replacement is request-trackerS, which
includes instructions on how to migrate your data: you can keep the now obsolete request-tracker4 package

from bookworm installed while migrating.
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e The git-daemon-run and git-daemon-sysvinit packages have been removed from trixie due to security

reasons.

¢ The nvidia-graphics-drivers-tesla-470 packages are no longer supported upstream and have been removed

from trixie.

* The deborphan package has been removed from trixie. To remove unnecessary packages, apt autoremove

should be used, after apt-mark minimize-manual. debfoster can also be a useful tool.

532 trixieD OO D OIDODODDODODOO

000000000 Debian14 (000000 forky) DO00OO0O000O0DOO0OO0OOCOOOOOOO14000
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gboooooboooobooo:

The sudo-ldap package will be removed in forky. The Debian sudo team has decided to discontinue it due

to maintenance difficulties and limited use. New and existing systems should use libsss-sudo instead.

Upgrading Debian trixie to forky without completing this migration may result in the loss of intended priv-

ilege escalation.
For further details, please refer to bug 1033728 and to the NEWS file in the sudo package.

The sudo_logsrvd feature, used for sudo input/output logging, may be removed in Debian forky unless a
maintainer steps forward. This component is of limited use within the Debian context, and maintaining it

adds unnecessary complexity to the basic sudo package.
For ongoing discussions, see bug 1101451 and the NEWS file in the sudo package.

The libnss-docker package is no longer developed upstream and requires version 1.21 of the Docker APIL
That deprecated API version is still supported by Docker Engine v26 (shipped by Debian trixie) but will
be removed in Docker Engine v27+ (shipped by Debian forky). Unless upstream development resumes, the

package will be removed in Debian forky.

The openssh-client and openssh-server packages currently support GSS-API authentication and key ex-
change, which is usually used to authenticate to Kerberos services. This has caused some problems, espe-
cially on the server side where it adds new pre-authentication attack surface, and Debian's main OpenSSH

packages will therefore stop supporting it starting with forky.

If you are using GSS-API authentication or key exchange (look for options starting with GSSAPI in your
OpenSSH configuration files) then you should install the openssh-client-gssapi (on clients) or openssh-
server-gssapi (on servers) package now. On trixie, these are empty packages depending on openssh-client
and openssh-server respectively; on forky, they will be built separately.

sbuild-debian-developer-setup has been deprecated in favor of sbuild+unshare

sbuild, the tool to build Debian packages in a minimal environment, has had a major upgrade and should
work out of the box now. As a result the package sbuild-debian-developer-setup is no longer needed and
has been deprecated. You can try the new version with:
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$ sbuild --chroot-mode=unshare --dist=unstable hello

» The feitx packages have been deprecated in favor of feitxS

The feitx input method framework, also known as fcitx4 or feitx 4.x, is no longer maintained upstream. As
a result, all related input method packages are now deprecated. The package fcitx and packages with names
beginning with feitx- will be removed in Debian forky.

Existing fcitx users are encouraged to switch to fcitx5 following the fcitx upstream migration guide and

Debian Wiki page.
The Ixd virtual machine management package is no longer being updated and users should move to incus.

After Canonical Ltd changed the license used by LXD and introduced a new copyright assignment require-
ment, the Incus project was started as a community-maintained fork (see bug 1058592). Debian recommends
that you switch from LXD to Incus. The incus-extra package includes tools to migrate containers and virtual

machines from LXD.
The isc-dhcp suite is deprecated upstream.

If you are using NetworkManager or systemd-networkd, you can safely remove the isc-dhep-client pack-
age as they both ship their own implementation. If you are using the ifupdown package, dhcped-base

provides a replacement. The ISC recommends the Kea package as a replacement for DHCP servers.
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1032240 | akonadi-backend-mysql akonadi server fails to start since it cannot connect to mysql
database

1102690 | flash-kernel available kernels not always updated in u-boot configura-
tion
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7.2 Checking your APT configuration

If any of the lines in your APT sources files (see sources.list(5)) contain references to "stable", this is effectively
pointing to trixie already. This might not be what you want if you are not yet ready for the upgrade. If you have

already run apt update, you can still get back without problems by following the procedure below.

trixie OO OOO0000D0OD0OO0O0O0000D0D0O0O0O00000D0OO00000 bookwormOOODODODO
gbooooboobooooooobooobooooooooboooboobboobbooboooboooboooon
boooooobooooboobobooooobooooboooooobooooDbooo

As root, open the relevant APT sources file(s) (such as /etc/apt/sources.list or any file under /etc/apt/

sources.list.d/) with your favorite editor, and check all lines beginning with
e deb http:
e deb https:
e deb tor+http:
¢ deb tor+https:
e URIs: http:
e URIs: https:

e URIs: tor+http:
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* URIs: tor+https:
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# apt update

gboooobdooooooboooobobooon

7.3 Performing the upgrade to latest bookworm release

To upgrade all packages to the state of the latest point release for bookworm, do

# apt full-upgrade

74 0000000O0O0O0OODOOODbOObOO0

D0000 wixieOOODOOOODOOOOODODOOOODOO (fetcODDOOO *.dpkg-{new,o0ld} 00
gboO0)ooooooboooooboooobooo

46 0700000000000 bookwormOIOOOOOOOO




080 Uooouoooodod

47

gboooobooooboobooooboboooooboooboobobooooboboooobooboon

ooo
e Apam D. BarraT 20130000000 0O),
e Abam DI Carco (DO OO OOO),
* ANDREAS BARTH aBA (2005-2007 00 000 0O),
e Anprer Porescu (U OO O OO0O),
e ANNEBEzEMER (O OO O0OOO),
e Boe HiLLiarp (DO OO OO 0O),
e CHARLES PLEssy (GM965 0 OO 0O0),
¢ CHrisTIAN PERRIER BUBULLE (Lenny 0 O OO0 QO QOO QOOO),
e CaristoPH BErG (PostgreSQL O O OO OO DO ONO),
¢ DanieL BaAumannN (Debian Live),
e Davip Prévot TarriT (Wheezy D O 0O OO OO),
e Eppy PETrIsOR (0D O OO OO O),
e EMMANUEL Kasper (O O OO 0O0),
e Esko ARaIARVI (X111 0000000000 ONO),
e FrRansPorrp (U OO OOOO (Etch)y DO O O),
e Grovanni Rapagnant (DO OO0 OO O 0O),
¢ GorpoN FarRQuHARSON (ARM O 0O 0O 0O 0O),
¢ Hipek1 YAMANE HENRICH (2006 O 00 O 0O 0O),

¢ HoLGER WANSING HOLGERW (2009 O O O 0O 0O),

* JAVIER FERNANDEZ-SANGUINO PENA JFs (Etch OO 0O Squeeze D OO OO OO OONO),

e JEnsSEEL (D OO ODOOOOOOOOOONO),
* Jonas MEURER (syslog O 0 ),
* JoNATHAN NIEDER (Squeeze 0 O 0 Wheezy DO O O0O0OONO),

¢ JoosT vaN BaaL-ILi¢ 5oosTvB (Wheezy O O 0 Jessie DO OO OO DOO),



Release-Notes for Debian 13 (trixie)

JosrrRopin (DO OO OOMO),

JuLiEN CrisTau JCRISTAU (Squeeze 0 O O 0 Wheezy DO OO OO OO),

Justn BRyE (OO OGO O),

LaMont Jones (NFS O OO 0O O),

Luk CLaes (U0 OODOO0ODOOODOODO),
MARTIN MIcHLMAYR (ARM O O O 0O0),

MicHAEL BieBL (syslog [0 O ),

Morrrz MUuLENHOFF (U O OO OO O),

NieLs THYKIER NTHYKIER (Jessie 0 O O 00O O 0O),

Noan MeYErRHANS (D OO OO OOO),

Noritapa Kopavasa1 (U O 000 (DO OOOOOH)OOOOOOOGQaaQ),

Osamu Aox1 (D OO OODOO),

PauL GEVErs ELBRUS (buster O OO OO 0O0),

Perer GREen (U O OO OOOOOOO),

Ros Braprorp (Etch [0 [0 00 00),

SamueL THBaULT (d-iO0 0000000000 0OODOO),
Smon BiIenLEN (d-i 00000000000 OOON),
SiMON PAILLARD SPAILLAR-GUEST (O O O OO O0O0),
STEFAN FriTscH (Apache 0 O O 0O 0O),

StevE LaNGasek (Etch O 0 0 0O),

STtEVE McINTYRE (Debian CD),

ToB1as ScHERER ("proposed-update” [0 O [0 ),

VICTORY VICTORY-GUEST (U 0 OO0 00000O,200600000),

VINCENT MCINTYRE ("proposed-update” [0 00 O ),

W. MARTIN BorGERT (Lenny 0 O 00 000 0O 0O 0O O DocBook XML 0O 00O O).

000000000000 000000000000000000000000!'0000000000
000000000000 0O00@O00 (@O))

48

080 00OOOUOODOOOOO



	はじめに
	この文書に関するバグを報告する
	アップグレードについての報告をする
	この文書のソース

	Debian 13 の最新情報
	サポートするアーキテクチャ
	ディストリビューションの最新情報
	Official support for riscv64
	Hardening against ROP and COP/JOP attacks on amd64 and arm64
	HTTP Boot Support
	Improved manual pages translations
	64-bit time_t ABI transition
	デスクトップとよく知られているパッケージ


	インストール用システム
	インストールシステムの変更点
	Debian Pure Blendsのインストール
	クラウドへのインストール
	コンテナおよび仮想マシンイメージ

	Debian 12 (bookworm) からのアップグレード
	アップグレードの準備
	あらゆるデータや設定情報をバックアップする
	事前にユーザに通知する
	サービスのダウン期間の準備
	復旧の準備
	initrd を使った起動中のデバッグシェル
	systemd を使った起動中のデバッグシェル

	アップグレード用の安全な環境の準備

	"純粋"な Debian からの作業開始
	Debian 12 (bookworm) からのアップグレード
	最新のポイントリリースへのアップグレード
	Debian Backports
	パッケージデータベースの準備
	利用されなくなったパッケージ
	Debian 由来でないパッケージを削除する
	残っている設定ファイルを取り除く
	non-free コンポーネントと non-free-firmware コンポーネント
	proposed-updates セクション
	非公式なソース
	APT の pin 機能を無効にする
	パッケージの状態をチェックする

	Preparing APT sources files
	APT のインターネットソースの追加
	APT のローカルミラーソースの追加
	APT の光学メディアソースの追加

	パッケージのアップグレード
	セッションの記録
	パッケージリストの更新
	アップグレードするのに十分な領域があることを確認する
	監視システムの停止
	システムの最小アップグレード
	システムのアップグレード

	アップグレード中の注意点
	「即時設定は動作しません」で full-upgrade が失敗する
	予期されるパッケージの削除
	衝突 (Conflicts) あるいは事前依存 (Pre-Depends) のループ
	ファイルの衝突
	設定の変更
	コンソール接続へセッションの変更

	カーネルと関連パッケージのアップグレード
	カーネルメタパッケージのインストール
	64-bit little-endian PowerPC (ppc64el) page size

	次のリリースへの準備
	削除したパッケージを完全削除する

	利用されなくなったパッケージ
	移行用ダミーパッケージ


	trixie で注意すべき点
	trixie へアップグレードする際に注意すべきこと
	i386サポートの縮小
	64-bit little-endian MIPS (mips64el) removed
	The temporary-files directory /tmp is now stored in a tmpfs
	openssh-server no longer reads ~/.pam_environment
	OpenSSH no longer supports DSA keys
	The last, lastb and lastlog commands have been replaced
	Encrypted filesystems need systemd-cryptsetup package
	Default encryption settings for plain-mode dm-crypt devices changed
	RabbitMQ no longer supports HA queues
	RabbitMQ cannot be directly upgraded from bookworm
	MariaDB major version upgrades only work reliably after a clean shutdown
	Ping no longer runs with elevated privileges
	Dovecot configuration changes
	Significant changes to libvirt packaging
	Samba: Active Directory Domain Controller packaging changes
	Samba: VFS modules
	OpenLDAP TLS now provided by OpenSSL
	bacula-director: Database schema update needs large amounts of disk space and time
	dpkg: warning: unable to delete old directory: ...
	Skip-upgrades are not supported
	WirePlumber has a new configuration system
	strongSwan migration to a new charon daemon
	アップグレード後、再起動前にすること

	アップグレード後も影響がある項目
	The directories /tmp and /var/tmp are now regularly cleaned
	systemd message: System is tainted: unmerged-bin
	セキュリティサポートにおける制限事項
	ウェブブラウザとそのレンダリングエンジンにおけるセキュリティ更新の状態
	Go および Rust 言語ベースのパッケージ

	Problems with VMs on 64-bit little-endian PowerPC (ppc64el)

	廃止および非推奨となった事柄について
	特記すべき廃止されたパッケージたち
	trixie で非推奨となったコンポーネント

	既知の重大なバグ

	Debian に関するさらなる情報
	もっと読みたい
	手助けを求めるには
	メーリングリスト
	インターネットリレーチャット (IRC)

	バグを報告する
	Debian に貢献する

	アップグレードの前に bookworm システムを調整する
	bookworm システムのアップグレード
	Checking your APT configuration
	Performing the upgrade to latest bookworm release
	古く不要になった設定ファイルを削除する

	リリースノートの貢献者たち

